AFBS News: COVID-19: Malware warning FOPH

Since Friday 13 March 2020, cybercriminals are attempting to spread malware using emails purporting to be from
the Federal Office of Public Health FOPH.

If you receive or have already received such emails please delete them immediately.

The Reporting and Analysis Centre for Information Assurance MELANI is calling on the public toignore such
emails, not to open any attachments, and on no account to click on any links they may contain. The malware is
installed by opening the attachment or by clicking on a link in the mail. This allows the attackers to gain remote
access to the computer and obtain passwords.

Info: EN DE FR IT; example email: LINK

AFBS Info serves as a platform for early information and is submitted for confidential use only. Certain information may still be awaiting final approval and may thus
be subject to change. Although all sources of information are selected with the utmost care, errors and inaccuracies cannot be excluded.
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https://www.melani.admin.ch/melani/en/home/dokumentation/newsletter/gefaelschte-emails-im-namen-des-bag.html
https://www.melani.admin.ch/melani/de/home/dokumentation/newsletter/gefaelschte-emails-im-namen-des-bag.html
https://www.melani.admin.ch/melani/fr/home/documentation/lettre-d-information/gefaelschte-emails-im-namen-des-bag.html
https://www.melani.admin.ch/melani/it/home/dokumentation/bollettino-d-informazione/gefaelschte-emails-im-namen-des-bag.html
https://www.newsd.admin.ch/newsd/message/attachments/60659.pdf
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